Setting Up Speed Dials and Call Forwarding
Using the Cisco Self Care Portal
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.



Logging In to the Cisco Self Care Portal

Point your browser to https://ciscovoip/ucmuser (users on the NIAID network will need to use the full domain name:

https://ciscovoip.ncifcrf.gov/ucmuser)

You may receive a security alert because the security certificate we are currently using is “self-signed” as depicted below
for 3 popular browsers (Firefox, Internet Explorer, and Chrome.) If you receive one of these error screens the
appendices at the end of this document details the process to accept the “self-signed” certificate that the VolP server is
currently using.
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y This Connection is Untrusted
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You have asked Firefox to connect securely to ciscoweip, but we can't confirm that your
connection is secure.

Maormally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place, However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying
to imperscnate the site, and you shouldn't continue,

’ Get me out of herel l

Technical Details

I Understand the Risks

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.
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@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

'@ Continue to this website (not recommended).

= More information

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.
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@ Google Chrome isn't your default browser. | & Set as default l Don't ask again *®

Your connection is hot private F

Attackers might be trying to steal your information from ciscovoip (for example,
passwords, messages, or credit cards).

Advanced Back to safety

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.



Once you have resolved any certificate issues with the site you should see the webpage pictured below.
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.



Enter your Active Directory username and password and click sign in
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.



Configuring Speed Dials
Click the phone you want to configure speed dials on (you may only have one phone listed, however if you have multiple
offices there may be multiple phones listed) and then click on Settings
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.



Click the “Speed Dial Numbers” line to access the Speed Dials
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.



Click the “Add New Speed Dial” link
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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In the box that pops up enter the number to dial (including a 9 for outside numbers), a label (description) for the
number, and the speed dial number that you will use to access this number, and then click save.

@ McAfee
a5 Unified Communications 5. %

l'(' @ https://fr-s-uc-cuem-0/ucmuser/mainftelephonypage v ‘ |C\ fort detrick -)| * ‘ B 4+ & |

Most Visited o/~ Unanet Timekeeping [§ Insite | | UC | | Project SharePoints | | NTG Tools | | Referenceltems | | NIHIT Service Desk # MNCI at Frederick: Phon...

Add Speed Dial

Number/URI* [

Label (Description)* Description

Speed Dial* [ Enter a number between 1 and 199

*Required

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.
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In this example the number to dial is 5115, the Label is Computer Helpdesk, and the speed dial number is 2
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Add Speed Dial

Mumber/URI*® [ 5115

Label (Description)* [ Computer Helpdesk

Speed Dial* l 2

’Required

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.
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Using the Speed dial on your phone

Once the number is saved you can dial it from your phone by pressing the speed dial number you assigned (2 in the
example above) and then the AbbrDial softkey that will appear at the bottom of the screen once you start entering a
number.

Your phone must be inactive (no dial tone) in order for the AbbrDial button to appear. You can either place the call with
the phone hung up, which will place the call on the speaker phone initially and then pick up the handset if you don’t
want the call to be on speaker phone; or you can pick up the handset and press the “End Call” softkey prior to pressing
the speed dial number, and the AbbrDial softkey which will place the call on the handset

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Configuring Call Forwarding using the Self Care Portal
Click the “Call Forwarding” Link on the left side of the window
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Additional Phones

Add other phones such as your home office phone or personal mobile phone.

3
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click the down arrow next to the number you want to configure
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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To forward calls check the box under the line you want to forward
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cemall v

For internal calls (calls from a company phone number)

When line is busy, forward calls to: | Voicemail

When there is no answer, forward calls to: | Voicemail

For external calls (calls from outside my company)

When line is busy, forward calls to: | Voicemail

When there is no answer, forward calls to: | Voicemail

4 1 3

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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If you want calls forwarded directly to voicemail, leave the dropdown box set to “Voicemail”. If you want to forward

them to another extension click the down arrow, and choose “Add a New Number”
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Type the number that you want the calls forwarded to into the box. Type the number as you would dial it from your

Cisco phone. If forwarding to an outside number you must include the 9.
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click the Save button to Save you changes and apply them to your phone.
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If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Appendix A, Resolving the certificate error in Firefox

If you receive a certificate error message in Firefox (pictured below) use these instructions to accept the “self-signed”
certificate used by the ciscovoip server.
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] This Connection is Untrusted

You have asked Firefox to connect securely to ciscoweip, but we can't confirm that your
connection is secure.

Maormally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place, However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying
to imperscnate the site, and you shouldn't continue,

’ Get me out of herel l

Technical Details

I Understand the Risks

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click on “l Understand the Risks”
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- This Connection is Untrusted

You have asked Firefox to connect securely to ciscoweip, but we can't confirm that your
connection is secure.

Maormally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place, However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying
to imperscnate the site, and you shouldn't continue,

’ Get me out of herel l

Technical Details

¥

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click on Add Exception
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- This Connection is Untrusted

You have asked Firefox to connect securely to ciscoweip, but we can't confirm that your
connection is secure.

Marmally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified,

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is

m

trying to impersonate the site, and you shouldn't continue,

’ Get me out of herel l

Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification,
Even if you trust the site, this error could mean that someone is tampering with your
connection.

Den't add an exception unless you know there's a good reascn why this site doesn't use trusted
identification.

| Add Exception_ | o

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once
you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the
Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and
a member of this group will contact you.
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Click on “Confirm Security Exception”

F R
Add Security Exception M

% You are about to override how Firefox identifies this site,

. I_L Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Lo T Mt ps: / ciscoveip/ucmuser, Get Certificate

Certificate Status

This site atternpts to identify itself with invalid information.

=
:

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority
using a secure signature,

Permanently store this exception

Confirm Security Exception |D Cancel |

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Appendix B: Resolving the certificate error in Internet Explorer 10

If you receive a certificate error message in Internet Explorer (pictured below) use these instructions to accept the “self-

signed” certificate used by the ciscovoip server.

i S

e' 2 |@ https:// ciscovoip/ucmuser o~ || @ Certificate Error: Mavigation... * | | ’U’-D g {U}

-4
@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@' Continue to this website (not recommended).

[l @ More information

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click on “Continue to this website”

[ | (=] 5 [z
(= I|@ https://ciscovoip/ucmuser P-a || @ Certificate Error: Navigation.., | | }LT'U\ Vf\\" ‘Z::’
@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
i Server. i

We recommend that you close this webpage and do not continue to this website.

@ Click here to clgse this webpage.

@ontinue to this website (not recommen@ |

[l = More information

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Appendix C: Resolving the Certificate Error in Google Chrome

If you receive a certificate error Google Chrome (pictured below) use these instructions to accept the “self-signed”

certificate used by the ciscovoip server.

e —— | [ R

(’ D Privacy error ® \ -
€ - C [xb#ps//dscovoip/ucmuser w =

25 Apps For ql._&"'"‘(_acc&:s, place your bookmarks here on the bookmarks bar. Import bookmarks now..,

e Google Chrome isn't your default browser. | & Set as default

[Don't ask again ®

Your connection is hot private !

Attackers might be trying to steal your information from ciscovoip (for example,
passwords, messages, or credit cards).

Advanced Back to safety

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click on the “Advanced” link

ol T — | [ET

(’ [ Privacy error ® \ —

€& - C'  [%bups//dscovoip/ucmuser e
25 Apps For ql_;*';\"\_accm place your bookmarks here on the bookmarks bar. Import bookmarks now..,

e Google Chrome isn't your default browser. | & Set as default lDon'taskagain

Your connection is hot private

Attackers might be trying to steal your information from ciscovoip (for example,

passwords, messages, or credit cards).

Back to safety

T —— = = ——

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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Click on the “Proceed to ciscovoip (unsafe)” link

. 7| o]
' [ Privacy error ® \_, S
& - C  (xb#ps/dscovoip ks

25 Apps For q:;";\"\accm place your bookmarks here on the bookmarks bar. Import bookmarks now..,

@ Google Chrome isn't your default browser. | & Set as default l Don't ask again *®

Your connection is not private

Attackers might be trying to steal your information from ciscowvoip (for example,
passwords, messages, or credit cards). |

Hide advanced Back to safety

This server could not prove that it is ciscovoip; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker i
intercepting your connection.

@ to ciscovoip {unD[

NET::ERR_CERT_AUTHORITY_INVALID

4

e — .

If you have questions or problems with this process, such as your logon not working, or your phone not being listed once

you have logged in, please contact the NCI at Frederick Computer Helpdesk at x5115 and open a ticket regarding the

Cisco Phone Self Care Portal. The Helpdesk will forward this ticket to the Network and Telecommuncations Group, and

a member of this group will contact you.
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